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EXHIBIT 2 — RISK PROFILE BY DEPARTMENT
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NOTE: The risk ratings shown in Exhibit 2 are a cumulative representation of several factors
and criteria when viewing risk as aggregated by Department. These factors include
consideration of:

Whether the Department’s primary mission is a core service to the constituency
Magnitude of Department Budget (Spending and Revenue)

Number of Key Business Processes

Complexity of Processes Management (Volume, specific requirements, or specialized
nature)

Therefore, by nature of the composition, the Department can be analyzed in terms of the impact
and likelihood of risk associated with the organizational design in executing the City’s overall
mission and objectives (e.g. the more that a Department is comprised of the factors identified
above, the higher the rating of the risk profile, etc.).?

8 The ratings were determined by applying each KBP within each Department to the weighted criteria
identified in the ERA Process Section. A “High” rating indicates that conditions and events which
prevent the City from achieving its objective(s) within that process could have a significant impact.
This is measured in terms of disruption to essential services, financial loss, ability to protect public
health and safety, impediments to economic development, or negative perception. In contrast, a
“Low” rating indicates that the impact of such an occurrence would be minimal or the likelihood of
occurrence is remote.
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Human Resources Department

Mission and Objectives

The Human Resources Department (HR) provides administrative support to other city
departments in their effort to recruit, develop, and retain a competent workforce. In addition, HR
provides safety oversight and benefit administration services to the city, its employees, and
eligible retirees and survivors.

Significant Activities

HR supports each city department by managing the administrative functions of hiring,
coordinating core development courses, and the administration of benefit programs. The
department’s activities include:

= Managing the application and hiring process

= Maintain employment applications and personnel records

= Administering the salary program

= Negotiating, implementing, and administering benefit programs
= Conducting analysis of existing programs

= Maintaining plan eligibility records for over 66,000 people

= Coordinating formal training / staff development programs

= Providing input to safety training and programs

FISCAL YEAR 2009 Financial Data

During FY 2009, the department recorded actual expenditures of $329M. More than 97% of the
department’s expenditures represented benefit premiums or payments. Benefit premiums are
funded substantially from the City with the remainder coming from employees via the payroll
system and the 3 pension systems for retirees. Graphical representations of the revenues and
expenditures depict the amount and source of revenue and expenditures.

Expenditures (000s)

Premiums &

Revenue (000s)

Other Sves

Temp Personnel 531'353
Sve v
$14,657 Sqpples Debt Service
Purchases $1 ‘353
(Cap/Non Cap) 0%
$39

Other Revenues
$17.731
5%

Charges for
Services Interfund

$311 Revenues 5%
0% $14,589
5%

0%

** Operational and support services
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Human Resources Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Compliance Inability to perform compliance | =  Audit clauses in all contracts High
reviews = Internal and external audits
Non compliance with contract performed
stipulations = Collaborate with Legal Dept on
Lack of comprehensive policies new and revised policies
Inaccurate position = Position descriptions reviewed
descriptions / approved by departments
Posted requirements = Monitor compliance with
incompatible with job needs HIPAA
Non compliance with HIPAA = Monitor changes in labor /
Changes in laws / regulations employment regulations
Financial Inadequate funding = Reconciliations performed Medium
Management Untimely benefit roll monthly
reconciliations = Vendor financial standing
Financial instability of 3" party considered in contracting
providers phase
Catastrophic illnesses or = Contracts in place to limit
injuries losses
Security breach = System access controls in
place
IT Limited ability to produce = Work with ITD / ERP team to Medium
reports develop reports
Loss of eligibility data = Redundant back-ups
Lack of processing capacity = Staff receive formal and on-
Lack of training on system the-job training
capability
Records Management Lack of storage capacity = Dedicated space for physical Medium
Lack of retention policies records
= Minimum retention based on
COH policy
Safety Inadequate safety programs = Offer safety specific training Medium
Inability to provide safety = Provide monthly safety
training messages
Lack of due diligence following | = Perform periodic safety
an incident assessments
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Information Technology Department

Mission and Objectives

The mission of the Information Technology Department (ITD) is to leverage emerging
technologies that reduce cost, increase productivity in the workforce, and improve services to
citizens and employees.

Significant Activities

ITD helps ensure that the technology needs of the business units and operations are
addressed. Activities include:

= Performing desktop support services for 16,000 users;

= Maintaining 1,800 switches and routers to manage data traffic within the City’s data
infrastructure and core connections;

= Serving 481 City of Houston sites;

= Supporting the Enterprise Resource Planning (ERP) system, which is the official
financial system of record,

= Providing voice, data, and other telecommunication infrastructure services to all
departments;

= Developing and implementing various information technology projects;

= Supporting the City of Houston’s email application; and

= Preparing the rolling 5-year Technology Investment Plan, representing about $233
million from multiple funding sources

= Managing departmental information technology O&M spend of approximately $140
million annually

Fiscal Year 2009 Financial Data

During FY 2009, ITD reported expenditures of approximately $38.5 Million. Most of the
Revenues reported are for interfund billing related to telephone services. Graphical
representations of the revenues and expenditures depict the amount and source of each.

i Supplies .
Misc & Other Revenue (000s) Nom- 225 Expenditures (000s)

Items 1%

$13.734 Operating/Mis
49%, =]

Personnel

$7.é20 Services
26% 514,108
37%
‘

Charges f Interfund Cap & Non-Ca
Services Revenues Purchases Debt Service
$3.217 $3.789 533 5508
11% 14% 0% 1%

\

Other Services
523,546
61%
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Information Technology Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Applications Poorly integrated systems = Enterprise Resource Planning High
Obsolete and unsupported Committee that prioritizes
applications project selection, funding, and
Inadequate funding implementation
Over dependence on = Technology Steering
Consultants Committee (TSC) that
Inadequate reporting provides standardization of
mechanism technology practices through
Lack of job-specific application governance
training = 5-year Technology Investment
Plan (TIP) that is developed
with short & mid-term strategy
and approved by City Council
= Manage relationships with
consultants that focuses on
acceptance testing for interim
deliverables
= FY11 action plan includes
“knowledge transfer”
requirement in project contract
knowledge to further enhance
staff skills and reduce
dependence on consultants
= Implementing development
program to address job
specific application training
Client Services Unrealistic client demands = Education and training of High
Lack of understanding of employees during
customer needs implementation of new
Inconsistent customer products and enhancements
satisfaction metrics of existing applications
Inadequate resources = Implementing customer
Fragmented solutions satisfaction surveys for
biennial and quarterly
distribution
= Help desk reporting
mechanism to monitor issues
and remediation
= Implementing new HEAT
system for better monitoring
and management of client
service
= Implementing customer
satisfaction survey
Infrastructure Loss of inter-connectivity and = TSC that provides High
communication standardization of technology
Lack of access to critical practices through governance
systems = Reorganized functions to
Loss of critical data coincide with customer
Inadequate hardware to service along measurable
support organization objectives product lines
Lack of sufficient capacity = Monthly reporting on
developing KPI's
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Information Technology Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Infrastructure (cont) = Identify, implement, and
manage initiatives that
consolidate data centers
Security Inconsistent application = TSC that provides High
controls standardization of technology
Conflicting security layers practices through governance
Inadequate security measures | = Identify and hire Chief
Inconsistent and/or lack of Information Security Officer to
password standards develop centralized function
External vulnerability from within ITD
hackers = Identify, implement, and
Exposure to virus, malware, manage initiatives that
spam, infections, etc. centralize visibility of
Unauthorized access virus/security monitoring to
better manage vulnerabilities
Special Projects Overspending budget = Projects presented before the High
Lack of clear and measurable TSC and City Council for
product deliverables approval
Insufficient skill set and/orlack | =  Contract language structured
of resource consistency with incentives/holdbacks
(turnover) = Recently hired, experienced
Poorly defined project goals Information Technology and
Information Systems
management driving the use
of resources among various
department functions,
including special projects
Administration Non-compliance with Policies = Adhere to existing City Medium
and Procedures policies and procedures
Inadequate funding for = Review and revise internal
competent technology policies and procedures as
professionals needed
Inaccurate accounting entries = Manually review and correct
chargeback data to ensure
capital project financial
information is accurate
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Legal Department

Mission and Objectives

The Legal Department provides municipal legal services to the City of Houston. The
department also assists Houston citizens in their efforts to protect neighborhoods. These
services facilitate effective and efficient city operations.

Significant Activities

Attorneys in the Legal Department represent the City in a wide range of matters including
litigation, labor, transactional real estate, municipal legislation, contracts, and taxation. Activities
of the department include:

= Providing legal counsel to city departments and officials

= Serving as prosecutors in municipal court cases

= Representing the City as plaintiff and defendant in civil litigation

= Handling claims involving city property or city employees

= Negotiating and drafting contracts and agreements

= Drafting ordinances and legal opinions

= Advising City departments and officials regarding land use issues

= Coordinating responses to public information requests

= Managing legal matters related to public finance and utility regulation

= Providing legal support for the Government Affairs Division of the Mayor’s Office

= Representing the City in labor and employment related matters

= Assisting neighborhood associations and citizens understand and enforce deed
restrictions

= Representing the City in real estate transactions

NOTE: A change to Executive Order 1-39 was drafted and signed by the Mayor on July 14,
2010 which reorganized the Office of Inspector General (OIG) to be a division within the Office
of the City Attorney. Since the EO was signed subsequent to our fieldwork it is not reflected in
the Risk Profile for the Legal Department in this year’s ERA.

Financial Data

During fiscal year 2009, the Legal Department’s total revenue was $10.6M with expenditures for
the same period totaling $25.5M. Revenue collected goes into the General Fund. Graphical
representations of the revenues and expenditures depict the amount and source of each.

Expenditures (000s)
Personnel
Revenue (000s) Services
$17,145

Charges for
67%

Services
$10,548
99%

Supplies
Miscellaneous $473

Operating/Misc 568 Debt Service Other Services 2%
v 1% $11 $7,845
1 0% 31%
0%

Non-

** Claim activities also generate revenue that is credited directly to the Department on whose behalf legal action was pursued.
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Legal Department

Risk Profile

Key Business

Reported Risk Management

Potential Risks . Risk Rating
Process Techniques

Preemptive Legal Provide inaccurate or = Provide training opportunities High
Services incomplete legal advice for staff and attorneys on

Insufficient resources to compliance matters

provide preventive training and | = Educate the City’s personnel,

counsel boards, commissions, and

Inadequate understanding of committees on compliance

specialized contract terms issues

Inadequate drafting and review | =  Contracts undergo multiple

of contracts or ordinances reviews

Inadequate negotiation during = Coordinate responses to

construction or professional subpoenas and open records

service contracts requests

Ineffective representation of

City’s interests in labor

negotiations

Failure to provide complete

and timely responses to open

records requests
Legal Enactment and Insufficient resources to = Temporarily reallocate Medium
Enforcement effectively monitor and assist personnel to cover high

City’s legislative program volume areas

Insufficient resources = Educate citizens regarding

knowledgeable about laws deed restriction requirements

Citizens unaware of = Research issues and draft

complexities of deed restriction new or amended ordinances

requirements
Case Management Threat of increased litigation = Cases are analyzed and Medium

Ineffective litigation strategy / evaluated

tactics =  File management system used

Inability to handle increasing to track cases

caseload with limited number = Backups performed on server

of staff attorneys data

Loss of computer access to = Scheduling process monitored

HPD database = Provide funding for staff

Inefficient administrative training and certifications

hearing process = City Attorney does not

Personnel lack specific recommend engagement of

skills/training outside counsel if in house

Litigation errors or malpractice attorneys have the appropriate

Lack of access to key experience

witnesses impairs case

preparation

Limited access to documents

Engagement of outside

counsel without appropriate

credentials
Financial Lack of training on the City’s = Support staff attend training on Medium
Management financial system the City’s official financial

Inadequate staffing levels system

Inadequate cost benefit

analysis prior to engagement

of outside counsel
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Legal Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Financial Unfunded mandates relatedto | =  City Attorney does not
Management (Cont) grant management recommend engagement of
outside counsel if in house
attorney’s have the
appropriate experience
Records Management Diverse retention periods for = Educate personnel on Medium

various document types

City personnel unaware of
retention periods

Inability to locate records
jeopardizes cases

Limited access to documents
No comprehensive system to
manage electronic data

retention period requirements
= Respond to all department
inquires regarding records
management laws
= Collaborating on study of
records management systems
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Municipal Courts - Administration

Mission and Objectives

Municipal Courts Administration Department (MCA) provides a forum for citizens to have their
matters heard in a fair, efficient, convenient, and timely manner. MCA functions as the official
court administrator and custodian for the City.

Significant Activities

The department performs duties that allow for due process adjudication of matters before the
City of Houston judicial branch of government. The department provides staffing in 3 shifts to
provide 24 hour coverage to facilitate effective and efficient court operations. MCA is
responsible for a variety of activities which include:

= Performing data entry of citations from 28 entities

= Processing all complaint filings

= Preparing court dockets for 9 day courts, and 8 night courts

= Recording of court proceedings

= Collecting court fines and fees for the State of Texas and the City as well as the posting
of bonds

= Processing bond forfeitures

= |ssuing subpoenas and verifying warrants

= Maintaining physical and electronic files

= Providing technology and system support

= Processing more than 55,000 payments each month

= Reporting financial information and court performance standards to the appropriate local,
state and national jurisdictions

= Coordinating responses to Texas Public Information Act requests

= Managing security and building services

FISCAL YEAR 2009 Financial Data

MCA collected $40.5 million in revenue for the City’s general fund and special funds during FY
2009. Approximately 97% of collected revenue consisted of court fines and 98% of the revenue
collected is designated as general government funds. Total expenditures for the period were
$23.1 million. Graphical representations of the revenues and expenditures depict the amount
and source of each.

Revenue (000s) Expenditures (000s)

Personnel

Services

Municipal Courts $15,886
Fines 69%

$39,260
9T%

Supplies

Non-Capital $123j
_ Other Purchase
Fines/Forfeits $28

0%

Debt Service Other Services
$6,188
$95 Non. 0% $813

A 27%
0% Operating/Misc.R o
$1,109

3%

3%
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Municipal Courts - Administration

Risk Profile

Key Business

Reported Risk Management

Potential Risks . Risk Rating
Process Techniques
Customer Service Ineffective or inefficient = Adding technological solutions High
interactions with customers to provide service alternatives
Insufficient staff to perform = Developed initiatives for high
required tasks volume clients (bondsmen,
Significant increase in work attorneys)
loads from new initiatives = Provide services at central and
Court related processes can satellite locations
occur at any time = Provide staffing in 3 shifts for
24 hour coverage
Court Operations Insufficient staffing level = Cross training of staff High
Inaccurate or untimely docket = Increased use of electronic
preparation processes to improve
Subpoenas not issued timely operational quality and
Inability to conduct mandated efficiency
arraignments = Decentralization of operations
Limited facility space = Coordinate facility repair and
Limited record archival space renovations
Disasters leave facilities = Manage bailiffs to provide
inaccessible court room security
Lack of physical security = Camera surveillance
= Police presence in facilities
IT Inadequate system response = Developing new court High
time management system
System breakdowns = Developed emergency
Lack of system interfaces procedures manual
Inability to retrieve records = Acquiring updated technical
Unreliable system back-up devices
processes = Legislature liaison provides
Aging / outdated technology information on activities
Budget constraints = Documented Service requests
Support issues with Court for activity in court software
software
Financial Inadequate resources to = Perform account Medium
Management perform required tasks reconciliations
Lack of policies and = Monthly monitoring of revenue
procedures and expenditures
Funding related to third party = Provide data for inclusion in
support not utilized on Monthly Financial and
Departmental priorities Operations Report
= Policies and procedures are
Incomplete or inaccurate being updated
recording = Tracking of funds allocated
and expended
Revenue Collection Citations not properly = Automated system increases Medium
controlled or processed accuracy and control of
Ineffective collection citations
procedures = Collection process established
Unsecured and/or untimely = Follow-up on delinquent
deposits of cash collections accounts for collection
Theft / Fraud = Employees are bonded
Incomplete or inaccurate = Reconciliation of cases
recording processed and cash receipts
Lack of cash handling controls performed daily
Inadequately trained personnel | *  Segregation of duties
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Municipal Courts - Administration

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Revenue Collection = Formal cash handling policies
(Cont) in place and communicated
Communications Lack of coordinated = Developed more effective Medium
communication from media protocols
Department = Set up incident reporting
Non-compliance with Texas standards
Public Information Act requests | =  Established bulletin boards in
Inadequate technical and each location
staffing resources = Developed internal
communication tools for staff
HR Less than competitive = Adjusting expectations to Medium
compensation program include higher standards
Imbalanced scheduling and = Providing courses for clerk
training needs certification
Workload imbalance = Staff receive minimum of 4
Incre_a}smg person_nel ISSues hours training annually
requiring intervention by = Revising policies as necessary
management
= HR works cooperatively with
management to resolve
employee relations issues and
to manage attendance and
FMLA issues
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Municipal Courts - Judicial

Mission and Objectives

The Municipal Courts Judicial Department (MCJ) represents the City of Houston's judicial
branch of government. MCJ directs activities to provide an accessible legal forum that allows
individuals charged with violations of State law and/or City ordinance to have their matters
heard in a fair, efficient, and timely manner.

Significant Activities

The City of Houston's Municipal Court system is the largest of its kind in the State of Texas and
one of the largest in the country. The staff consists primarily of full and part time judges as well
as full and part time Adjudication Hearing Officers. Activities include:

= Managing court room schedules
= Providing a forum for:
- Arraignments
- Court and Jury Trials
- Parking citations
- Neighborhood protection and 8-line violations in the Impact Court initiative
- Red light camera hearings
- Tow, Show Cause, Scire Facias, and Stolen Property Disposition Hearings
- License suspension hearings
= Setting policies and procedures for the Courts
= Monitoring dockets and juror levels
= Managing truancy reduction program
= Providing translator and court reporting services

Financial Data

Most of MCJ operations are funded through general government revenue however the truancy
reduction program is funded through the Juvenile Case Manager Fund. That fund received
$872,000 during fiscal year 2009 and program spending was $272,000. Total expenditures for
all other department activities during the period were $5.2 million. Graphical representations of
the revenues and expenditures depict the amount and source of each.

Fund 2211 Expenses (000's)
Fund 2211 Revenue (000's)

Personnel
S

ervices
$269
99%
Other Services
$3

Juvenile Case 1%
Mgr Fund
$872

100%

General Fund Expenditures (000s)

wwwwwww

Supplies
£184
Other Services a%
5382

T%
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Municipal Courts - Judicial

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Court Management Insufficient resources = Decentralization of operations Medium
Court room dockets are = Arraignment alternatives
uneven = Dockets are monitored and
Facility capacity constraints overruns are tracked to
Inadequate staff training determ_lne cause
= Operational statistics are
monitored
= Staff are well trained
Information Systems Inadequate system response = Developing new court Medium
time management system
Lack of alternative technology = Utilizing video arraignment
solutions system and jury summons
Integrated Voice Response
(IVR) system
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Parks and Recreation Department

Mission and Objectives

Created by city ordinance in 1916, the Parks and Recreation Department’s (PARD) overall
mission is to enhance the quality of urban life by providing safe, well-maintained parks and
offering affordable programs for the community. The department also seeks to encourage and
promote healthy living.

Significant Activities

PARD is responsible for the management, improvement, and maintenance of parks. “Parks” is
defined to include parkways, esplanades, playgrounds and recreation buildings belonging to or
under the control of the city. The department, accredited through the Commission for
Accreditation of Park and Recreation Agencies (CAPRA) in 2008, has nine divisions that
provide services to the city including:

= Managing and maintaining 369 parks and over 200 green spaces totaling more than
39,000 acres

= Maintaining the grounds for 39 City Libraries and 16 Multi-Service Centers

= Maintaining over 1,700 acres of esplanades

= Managing eight golf courses and three tennis centers

= Operating and maintaining community centers, swimming pools, water parks, skate
parks, dog parks and over 100 miles of hike and bike trails throughout the city

= Managing youth, adult and senior leisure and sports programs

= Responding to more than 20,000 calls from the City’s 311 service each year

= Removing over 5,000 bags of trash from the park system each week

Financial Data

Revenue generated during fiscal year 2009 totaled $8.8 million which was primarily from golf
course play, concessionaire payments, ball field and building rentals, and Sport League
registrations. Expenditures for Special Revenue Fund and General Fund this period totaled
$77.8 million. A large percentage of expenditures, 98%, consisted of personnel, supplies and
support costs such as utilities, building maintenance, and a contractual obligation to the
Houston Zoo Graphical representations of the revenues and expenditures depict the amount
and source of each.

Expenditures (000's)
Revenue (000's) (Fund 1000)
Intergovernm (Fund 1000) Cgaerre;sg:)r Other Debt Service

Non-Capital
ental $167 Services, $9:37 "
b

Purchase

$440 % $27.295, 36%
38%

0% Purchases
$1.824
2%

Supplies

Non-
5,686
Operating / # 8% Personnel

Misc. Rev Services
$532 $39,806
47% 53%

Revenue (000s)
Fund 2100

Expenditures (000's)
Fund 2100
Charges for
S

eeeeee Supplies
$4,497 1,242

Fines & Forfeits
50
0%

Building Rentals
g $1,207
Misc.Rev Concessian 15%'

$253 $1,679

Non,

3% 22%
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Parks and Recreation Department

Risk Profile

Key Business

Reported Risk Management

Potential Risks . Risk Rating
Process Techniques
Customer Service Park facilities or programs do Solicit community input High
not meet citizen expectations through evaluations and
Inability to respond to citizen surveys
request; Respond to call from the City’s
Increasing acreage and . .
facilities to maintain without a 311 service within 72 hours
commensurate increase in
funding
Facilities Insufficient or ineffective Utilize preventive maintenance High
Management preventive maintenance schedule
Increa}smg nu.mber of facilities Periodically review existing
to maintain W'th.o uta . preventive maintenance
commensurate increase in .
funding schedule to improve system
Vandalism and theft of City Deploy Urban Park Rangers
property on rotating schedule
Inadequate security Adopted IT strategy to update
Inablllty to share electronic Systems infrastructure in
data or other mformanqn facilities as needed
among 100+ satellite sites
Fleet Maintenance Insufficient operations funding New fleet management High
Inadequate/untimely system implemented
maintenance Follow replacement schedule
Obsolete/aged equipment that lowers amount of obsolete
Inadequate training or aged equipment
Monitor fleet for work
readiness and make repairs as
needed
Grounds Increased acreage to maintain Maintenance scheduling High
Maintenance without a commensurate procedures in place
increase in funding Monitor equipment and repair
Outdated or inoperable as needed
equipment Follow replacement schedule
Insufficient data collection tools that lowers amount of obsolete
Insufficient work order or aged equipment
maintenance scheduling Encourage adoption programs
systems facilitate reallocation of
Unaware of need to remove or resources
trim certain trees endangering Respond to requests to
public safety or posing threat of remove or trim trees from the
property loss City’s 311 service
Ineffective enforcement of Enforce tree ordinance
City’s tree protection ordinance through permitting process
Inability to communicate with Provide communication tools
managers or crews in the field for managers
Shortage of grounds
maintenance staff
Recreation, Wellness, Lack of programs and services Review survey results High
and After School needed or desired by the Monitor program and service
Programs public utilization rates
Inadequate funding Monitor lifeguard qualifications
Program staff not adequately and training
trained Conduct fund raising events
Hiring process is untimely for
seasonal staff
Inadequate equipment
Security and Safety Increase in crime rate Deploy Urban Park Rangers High

Lack of funding for increased
technology

on rotating schedule
Maintain shift schedule to
enable park coverage
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Planning and Development Department

Mission and Objectives

The Planning and Development Department (PD) is responsible for the implementation of
various ordinances, policies, contracts, programs and studies designed to support the dynamic
growth of Houston while protecting its culture and diversity. They are tasked with building
working relationships with decision makers and communities to achieve their goals.

Significant Activities

PD performs a variety of activities related to managing growth and development in Houston.
Activities include:

= Reviewing land development through subdivision and development plats and
construction plans

= Providing educational programs that assist in revitalizing neighborhoods

* Analyzing data and providing recommendations on jurisdictional boundaries

= Developing and maintaining database for the Geographic Information System (GIS)

= Providing accurate geographical data to department and city leaders

= Providing research, data, mapping and analysis to residents, businesses, organizations,
neighborhoods

= Reviewing development specific applications for compliance with hotel/motel, tower and
hazardous material ordinances and ensure construction is in compliance with
appropriate ordinances

= Developing GIS applications for efficiencies, communicating key data with citizens and
departments

= Implementing neighborhood preservation tools, minimum building line, minimum lot size,
historic preservation and prohibited yard parking

FISCAL YEAR 2009 Financial Data

During FY 2009, the department had total expenditures of $9.8M and generated revenue from
services of $4.2M which went into the General Fund. Graphical representations of the revenues
and expenditures depict the amount and source of each.

Revenue (000s)

Expenditures (000s)

Charges for Personnel
Services Services

$2,552 $8,237.
60% 84%

Licenses &

Miscellaneous &
Permits

Other

P Capital
0% apita
Non- Purchases ,
Operating/Misc.R $37 Non-Capital
$115 Purchase

36
$66 poi

]
1%

Interfund

Revenues "

$1.544 3% 0%
37%

Debt Service
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Parks and Recreation Department Risk Profile

Key Business

Reported Risk Management

Potential Risks . Risk Rating
Process Techniques
Security and Safety Lack of assistance from = Utilize technology for
(Cont) outside law enforcement surveillance / monitoring
agencies = Communication protocols
established to increase
transparency of staff actions to
executive and mid-level
management
= Area law enforcement support
security efforts
Financial Lack of financial knowledge = More stringent hiring process Medium
Management Inadequate funding = Monitor and analyze
Increqsed utilities and expenditures
materials cost = Financial system allows
Inadequate systems and . .
systems support ImprO\{ed oversight and
Detailed grant reporting analysis
requirements
Financial system requires
much manual intervention
Marketing Inadequate or untimely = Work with other departments Medium

communication from other
departments

Inability to inform citizens of
events, programs, or activities
Inadequate staff

Negative perception

to receive information timely

= Continuous updates to
department website

= Staff experienced in media
and marketing industry

= Respond to citizen questions
received through “Ask Parks”
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Planning and Development Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Information Loss of electronic data = Adisaster recovery offsite plan High
Technology Catastrophic event and procedures in progress

Hardware / Software = Use of web based platforms to
incompatibilities with facilitate plat fee payments
customers = Servers are backed up nightly
Equipment failure and stored on tape drives
Non-integrated solutions and = Use Citrix operating
disconnect with ITD environment to ensure
consistent and timely
application roll-outs and
version control
Compliance Changes in ordinances and = Monitor developing legislation Medium
state law = Developing Department
Insufficient staff resources procedure manual
= Management reporting and
oversight
= Cross training
Customer Service Facility failure = Conduct internal and external Medium
Communication breakdown surveys to evaluate quality of
with customers customer service
Inability to access information = Review survey results and
take corrective action
= Monitor turnaround time for
customer requests
Financial Economic conditions = Foster and maintain Medium
Management Budget constraints relationships with development
Insufficient staff community
Loss of critical documents = PCard purchases monitored
Unauthorized PCard and approved
purchases = Scan and save documents on
City’s network
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Public Works and Engineering Department (PWE)

Mission and Objectives

The City of Houston Public Works and Engineering (PWE) Department is responsible for
administration and management planning, technical engineering, construction, and
maintenance, of the City’s infrastructure. The department is also responsible for implementing
the storm water, street, waste water and water programs under the City’s five-year Capital
Improvements Plan (CIP).

Significant Activities

The responsibilities of PWE are distributed among six divisions: Engineering and Construction,
Planning and Development Services, Public Utilities, Resource Management, Right-of-Way and
Fleet Maintenance, and Traffic and Transportation. The department’s activities include:

= Producing and distributing of over 146 billion gallons of water per year

» Maintaining the drinking water system “Superior” rating from the Texas Commission on
Environmental Quality (TCEQ)

= Maintaining 40 wastewater treatment plants and providing treatment of 277 million
gallons per day generated by residential, commercial and industrial customers

= Maintaining more than 14,000 miles of water distribution and sanitary sewer collection
lines throughout the City

= Providing fleet maintenance for 5,100 vehicles

= Maintaining over 16,000 lane miles of streets, 60,000 storm water manholes, 100,000
storm water inlets, 3,200 miles of storm sewer lines, and 3000 miles of roadside ditches

= Implementing design and construction infrastructure projects in the City's five year CIP

= |Installing & maintaining 1,100,000 traffic signs, 2,450 signalized intersections, 1,600
school zone flashers, as well as 180,000 streetlights & 1,800 freeway lights

= Providing utility planning, permitting, and inspection for new residential/commercial
developments

Financial Data

The annual operating budget of the department is approximately $1.2 billion. Operating funds
are derived from a number of sources including user fees, utility charges and General Fund
revenue. The graphical representations of the revenues and expenditures depict the amount
and source of each for FY 2009.
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PWE

Risk Profile

Key Business

Reported Risk Management

Potential Risks . Risk Rating
Process Techniques
Compliance Unaware of regulations = Establish and maintain High
governing various types of relationships with regulators
construction and engineering = Monitor proposed legislation
projects = Inspections are implemented
Non-compliance to federal and in accordance with National
statutory laws Inspection Standards
Inability to perform timely = Flood plain regulations are
inspections enforced through field
Inspections are not carried out inspections and plan reviews
based on current code = Right of Way Ordinances and
Lack of coordination in laws are implemented
scheduling inspections according to International
Ineffective monitoring of grant Design Materials
funded activity = Water quality is tested and
Non-compliance with federal measured against TCEQ
grant reporting requirements standards
Lack of safety procedures to = Safety group provides safety
protect staff from physical training for the entire
injuries department
Financial Lack of funding = Contract Management System High
Management Lack of contractor labor and is used to manage public utility
material costs tracking contracts
Inadequate management of =  City properties are maintained
City owned real estate in the CIPMS database and
properties older property paper files are
Overpriced real property in a secured file room
purchases for right of way = Real estate purchases are
easements based on appraisals
Insufficient rate increases to = Inventory system for all real
adequately recover water and estate transactions
sewer costs = The fixed assets section of this
Inaccurate fixed asset division handles amortization/
accounting capitalization of fixed assets
Fleet Management Aging fleet = New fleet management system High
Failure / crash of fleet installed
management system = Individual users are
Inadequate monitoring system responsible for the
for regular maintenance and maintenance and repair of
repair their assigned vehicles
Lack of funding to replace and | = Reports are generated to
repair vehicles monitor vehicle availability
Increasing prices of rate, status of units under
automotive parts and supplies repair, total units under repair,
average of fleet in operating
condition
= Contract with NAPA assures
lower prices and discounts
Project Management Inadequate planning of = The Planning Division High
infrastructure to support implements a development
expanding population and plan for the creation of
annexation additional wastewater facilities
when the City reaches 80%
capacity
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PWE

Risk Profile

Key Business

Reported Risk Management

Potential Risks . Risk Rating
Process Techniques
Project Management Aging infrastructure increases = Wastewater capacity managed
(Cont) backlog of construction and through wastewater
design projects commitment process for new
Ineffective project prioritization development or major
Increased public expectations renovation
of design and construction = 400 data elements of a project
process are entered into CIPMS (from
Lack of coordination in design through planning and
scheduling inspections construction)
CIP projects are not monitored | = Individual Development Plan
Lack of highly qualified staff enforces cross training to
Lack of oversight and contract develop knowledge and skills
monitoring in the Engineering,
Construction and Geo-
technical areas
Information Inability to hire and retain = ITD is currently upgrading the Medium
Technology qualified and skilled staff range and capacity of the
Antiquated radio City’s radio system
communication system = Centralization of 28 data
Multiple data center locations centers (Leeland location)
Slow / inadequate support of = Technical staff is housed at
field locations large remote sites, deployed to
Lack of a backup plan in smaller sites and use remote
emergency situations access software tools
Frequent hardware crashes = Centralized Help Desk and
Desk Side support
= Established and implemented
fail over computing at Leeland
Data Center and Bryan
College Station
= Disaster recovery center in
Bryan College Station
= Established equipment
lifecycle replacement program
Inventory / Materials Increasing prices of supplies = Inventory items are bar-coded Medium
Management Inventory and supplies are and inventory levels are
inadequate to support tracked with daily cycle counts
operations = Installation of security cameras
Theft of valuable supplies (i.e. and copper inventory is
copper) counted everyday
= Data Stream 7i tracks all
assets and provides a
preventive maintenance
schedule
Procurement Failure to adhere to = RWABSS system tracks the Medium

procurement policies and
procedures

Inappropriate items purchased
using PCards

Unauthorized users of PCards

labor, material, and equipment
used in a project

= PCard coordinators audit
purchases on a monthly basis
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PWE

Risk Profile

Key Business
Process

Potential Risks

Reported Risk Management
Techniques

Risk Rating

Revenue Generation

Lack of automated payment
options

Limited revenue sources
Lack of customer-focused
service

= Credit card / electronic
payments are handled
exclusively through Chase
Bank

= Other automated pay options
available through City website
and telephone system

= Funding from grants and
permit/impact fees supplement
utility billing revenues

= Periodic monitoring of call
center service levels, customer
satisfaction, and timely
payment processing

= City offers payment
agreements and information
on agencies that provide
payment assistance

Medium
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Solid Waste Management Department

Mission and Objectives

The Solid Waste Management Department (SWMD) is tasked with providing the collection,
transportation, and disposal of solid waste in an efficient, cost effective, safe, and
environmentally sound manner. The department manages the overall planning effort to develop
a reliable and efficient method for solid waste disposal and promotes efforts to reduce waste.

Significant Activities

SWM provides solid waste services to residential customers in the City of Houston which
represents approximately 35% of the total waste stream. The department collects garbage,
yard trimmings, heavy trash, dead animals, and recyclables. Activities include:

= Providing garbage, junk waste, and tree waste collection to more than 362,000
residential units

= Negotiating and monitoring contracts for municipal solid waste disposal and
management of the City’s 3 transfer stations

= Managing the transportation and disposal of over 800,000 tons of waste annually

= Providing bi-weekly curbside collection of recycling to approximately 180,000 residential
units

= Operating 6 neighborhood depositories and recycling centers to allow all residents to
discard tree waste, junk waste, and recyclables

= Managing the collection of more than 53,000 tons of recyclables annually

= Accepting household hazardous waste and electronic scrap at two Environmental
Service Centers to ensure safe and environmentally friendly disposal of these items

= Administering the issuance and enforcement of Combustible Waste Storage Permits for
commercial establishments

= Providing dead animal removal services (fee assessed for large animals — horses and
cattle)

= Managing fleet maintenance activities for over 500 heavy and light vehicles

= Supporting vehicle maintenance of other departments such as Parks and Recreation,
Fire, and the Bureau of Animal Regulation and Care (BARC)

= Maintaining oversight of Debris Management operations following natural disasters

Financial Data

SWD services are funded through the City’s General Fund. During fiscal year 2009 the
department had total expenditures of $74.4 million and generated revenues of $4.7 million.
Graphical representations of the revenues and expenditures depict the amount and source of
each.

Expenditures (000s)
Revenue (000s)

‘ Supplies
Licenses & Charges for $9.313
e Services 13%

$1,363

35% 209%,

Disposal,
Sponsorships &
Other Sves
$26,666
Personnel 36%
Services
$32,817
44%

Other

Transfers. Fines/Forfeiit
$1

Cal:ita\/

0%
Purchases
Miscellaneous & $49 Non-Capital

Other

0% Purchase
o,
1% $668 $1.811

14% 2%

Debt Service
$3,764
5%

o,
21% Non-

Operating/Misc.R
$40

2010 Enterprise Risk Assessment Page 73



Solid Waste Management Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Collection Lack of funding Utilization of licensed drivers High
Inadequate number of drivers from other departments
available to cover routes due Hire temporary drivers
to illness Use Planning Department
Insufficient number of software to track new
collection sites or collection residential developments
vehicles Design routes based on
Uneven distribution of standardized number of lifts
collection routes per minute
Lack of public awareness of Develop and distribute
recycling opportunities marketing and awareness
Trash or junk commingled with messages
recyclables
Fleet Maintenance Frequent breakdown of In-house machine shop High
essential vehicles and capable of rebuilding
equipment due to slow transmissions and hydraulic
replacement systems
Lack of dedicated funding Daily preventive maintenance
stream to support vehicle and checks are conducted by the
equipment repair operators three times a day
Lack of parts to repair and Maintain auto parts and
maintain vehicles and specialized parts inventories at
equipment machine shop sites
Aging fleet subject to heavy
usage
Inadequate preventive
maintenance schedule
Financial Reduced Funding One day turn-around for High
Management Late payment of invoices accounts payable items
Inadequate accounting or Dedicated staff position to
support for federally pursue and reconcile FEMA
reimbursable expenses reimbursable expenses
(FEMA) Integrated Land Management
Inability to track revenues for System (ILMS) manages
other services dumpster permit accounting
Incentive pay calculated Utility billing system is used for
incorrectly non-residential and extra
capacity container billing and
account maintenance
Incentive pay calculations
verified and approved
Procurement / Lack of inventory to complete Maintenance of auto parts and High
Inventory the repair or maintenance of specialized parts inventory in
Management vehicles and equipment the machine shops
Storage areas are not secured Storage areas/locations are
from theft secured with guards, cameras
and controlled key access
Compliance Non-compliance to Provision of reports to SPD to High
procurement ordinances and ensure compliance to state
laws and local laws
Non-performance of contract Landfill Audit System is used
stipulations to monitor and manage landfill
contract
2010 Enterprise Risk Assessment Page 74




Solid Waste Management Department

Risk Profile

Key Business

Reported Risk Management

Process Potential Risks Techniques Risk Rating
Compliance (Cont) Non-compliance to federal and | =  Daily briefings ensure that
statutory laws (TCEQ, EPA, safety issues and regulations
DOT, OSHA) are discussed
Human Resources Inability to hire and retain = Cross-training High
qualified staff = Promotion of qualified and high
High incidence of injuries and performing personnel
accidents = Daily briefing is always
Performance of the different highlighted with a discussion
sections is not tracked on safety issues
= The Performance
Measurement System
monitors daily collections and
other performance data
= [Institution of incentive pay to
encourage efficiency and
effective management of
maintenance work
Training Lack of technical trades = In-house technical trainer Medium
training for staff = Cross training
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